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Agenda

Å Introduction to Kerberos

ÅKerberos delegation

ÅUnconstrained

ÅConstrained

ÅS4U2Self

ÅS4U2Proxy

ÅTrustedToAuthForDelegation

ÅResource based constrained delegation

ÅNTLM and NTLM relay

ÅCombining these primitives to create elaborate attack chains
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Motivation

Å Computer object takeover

Å Bypass TrustedToAuthForDelegation

Å Domain persistence ða new way to forge golden tickets

Å Re-weaponize an exploit primitive that was considered useless

ÅRemote Code Execution (RCE)

ÅLocal Privilege Escalation (LPE)
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About Us

Å Elad Shamir ( @elad_shamir ) and Matt Bush ( @3xocyte )

Å Shenanigans Labs ( shenaniganslabs.io )
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The Lab

Å Seven exercises

Å Follow the lab guide

Å Instructions, tips, and full solution

Å You get your own machines ðstick to them!

Å Stick to the exercises

Å Donõt disrupt others

Å Donõt be evil

Å RDP to your Service A host and operate from there

5



Kerberos 101
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Kerberos 101
The REAL STORY behind Kerberos
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Kerberos 101
The REAL STORY behind Kerberos

ÅThis is Bill

ÅBill is a successful entrepreneur

ÅBill always integrates security into 

his ventures by design

ÅBill is smart

ÅBe like Bill
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The REAL STORY behind Kerberos

Å Back in the 70õs, Bill opened an amusement park

Å Bill wanted to improve security and came up with a new model
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The Luna Club

ÅEvery visitor becomes a member

ÅTheir details are kept on file to speed things up in the future

ÅName

ÅDate of Birth

ÅHeight

ÅGroup memberships: Rollercoaster, 

Bumper Cars, Ferris Wheel, etc.

ÅEveryone gets a secret code for

authentication
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Every visitor gets a òDay Passó

Å Alice authenticates with her secret code and pays for entry

Å The ticket office issues a day pass and populates 

it with the visitorõs information

Day Pass

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris Wheel, 

Bumper Cars, Merry Go Round, Lunch, 

Happy- Hour
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Every visitor gets a òDay Passó

Å Alice authenticates with her secret code and pays for entry

Å The ticket office issues a day pass and populates 

it with the visitorõs information

Å The day pass is 

encrypted with 

a secret key that 

only the ticket 

office knows

Day Pass

Wbmje Gspn; 505086 :;11 BN

Wbmje Voujm ; 505086 8;11 QN 

Gmbht; GPSXBSEBCMF, SFOFXBCMF

Obnf ; Bmjdf Wbodf

EPC; 404061

Ifjhiu ; 2/76n

Hspvqt ; Spmmfsdpbtufs , Gfssjt Xiffm , 

Cvnqfs Dbst , Nfssz Hp Spvoe , Mvodi , 

Ibqqz.Ipvs

12



Getting tickets for rides

Å Alice presents her day pass to the ticket office

Day Pass

Wbmje Gspn; 505086 :;11 BN

Wbmje Voujm ; 505086 8;11 QN 

Gmbht; GPSXBSEBCMF, SFOFXBCMF

Obnf ; Bmjdf Wbodf

EPC; 404061

Ifjhiu ; 2/76n

Hspvqt ; Spmmfsdpbtufs , Gfssjt Xiffm , 

Cvnqfs Dbst , Nfssz Hp Spvoe , Mvodi , 

Ibqqz.Ipvs
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Getting tickets for rides

Å Alice presents her day pass to the ticket office

Å The ticket office decrypts the day pass

Day Pass

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris Wheel, 

Bumper Cars, Merry Go Round, Lunch, 

Happy- Hour
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Getting tickets for rides

Å Alice presents her day pass to the ticket office

Å The ticket office decrypts the day pass

Å The ticket office verifies the day pass is valid

Day Pass

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris Wheel, 

Bumper Cars, Merry Go Round, Lunch, 

Happy- Hour
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Getting tickets for rides

Å The ticket office creates a new ride ticket

Å The content is copied from the day pass

Day Pass

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris 

Wheel, Bumper Cars, Merry Go 

Round, Lunch, Happy - Hour

Ride@Rollercoaster

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris Wheel, 

Bumper Cars, Merry Go Round, Lunch, 

Happy- Hour
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Getting tickets for rides

Å The ride ticket is encrypted with a unique key

that only the ride operator and the ticket office know

Day Pass

Valid From: 4/4/75 9:00 AM

Valid Until: 4/4/75 7:00 PM 

Flags: FORWARDABLE, RENEWABLE

Name: Alice Vance

DOB: 3/3/50

Height: 1.65m

Groups: Rollercoaster, Ferris 

Wheel, Bumper Cars, Merry Go 

Round, Lunch, Happy - Hour

Ride@Rollercoaster

Xcnkf Htqo < 616197 ;<22 CO

Xcnkf Wpvkn< 616197 9<22 RO 

Hnciu < HQTYCTFCDNG, TGPGYCDNG

Pcog< Cnkeg Xcpeg

FQD< 515172

Jgkijv < 3087o

Itqwru < Tqnngteqcuvgt , Hgttku Yjggn , 

Dworgt Ectu , Ogtt { Iq Tqwpf , Nwpej , 

Jcrr {/ Jqwt

17



Getting on a ride
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